
SuperScreenTM.
Enterprise-Grade Penetration Testing 

for an SMB Price

What is SuperScreen?

With a cyber-attack occurring every six minutes in Australia, each day businesses are asking 

themselves "Are we at risk of a security breach?" Traditionally, Penetration Testing has been the 

answer, but it is expensive, time-consuming, and usually conducted just once a year. This means 

new vulnerabilities can go undetected for months. SuperScreen from Superloop, is a first-to-

market security offering that gives you a fast, simple, cost-effective and automated penetration 

testing solution which is easily added to any new or existing  Superloop corporate internet link.

Reduced Risk Of Breaches Simplified Reporting and Remediation

SuperScreen automates testing on a monthly 
basis highlighting any new exposures on your 
internet facing assets, significantly reducing 

your risk profile.

SuperScreen's automated reporting
summarises the key recommendations and a 
plan for your IT team on how to resolve them 

from highest to lowest urgency.

Maintain Compliance and Reduce Costs

SuperScreen's regular scanning and reporting can support compliance audits, whilst eliminating the 
need for specialised security skills. At a small, monthly cost of just $79.99, (excl. GST) you get all the 

benefits as well as peace of mind from an enterprise-grade penetration testing solution.

superloop.com
For More information, contact our Business Sales Team.
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Key Benefits: Protect Your Business Continuously and Proactively.

The SuperScreen test is performed on a continuous basis, running monthly to deliver more up-to-

date vulnerability results. By adopting Superloop’s SuperScreen penetration testing, 

organisations can maintain a robust security posture proactively and effectively, mitigate risks in a 

dynamic threat landscape whilst maintaining ongoing compliance.

Simulates an external 
attack over your
Superloop link

Escalation of privileges 
is attempted to control 
your systems

It then scans for 
vulnerabilities 
and exposures

An automated report 
provides detailed 
remediation steps

How SuperScreen Works.
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Phase 1 – Attack, Scan and Collect

Phase one includes the collection of exposed port and service information, firewall bypass 

attacks and open/closed, software and system identification and subsequent vulnerability 

identification. Application layer scanning and web content management / plug-ins are also 

scanned for potential vulnerabilities e.g., WordPress. Exploits are launched to try to breach the 

infrastructure including specific service attacks, SSL/TLS configuration, Malware, DDoS exploit 

detection, vulnerability and protocol exploits, admin service brute force and command injection.

Phase 2 – Privilege Escalation and Control

The second phase attempts to subvert and control the environment through backdoor injection, 

privilege escalation, credential extraction, password hash cracking and extraction, as well as 

lateral movement attempts via several mechanisms including Memory Extraction, Pass-The-Hash 

Attack, Post exploitation of systems and enhanced lateral movement.

Phase 3 – Reporting and Remediation

In the third phase, SuperScreen provides a comprehensive automated report available to 

customers via their Superloop corporate portal. The executive summary provides a simple score 

card of the external attack surface, mapping to three main categories -- Asset Lifecycle, Attack 

Surface and Configuration. This summary makes it easy for IT teams to focus on the specific areas 

requiring attention with prescriptive recommendations on how to resolve. The Superloop 

cyber team can also run you through an initial post-test session to clearly articulate the findings.

How is SuperScreen Delivered?

Superloop have designed SuperScreen to be an easy add-on to your business and enterprise 

products of Totalbiz and Probiz, providing you with frequent penetration testing against the static IP 

address(s) that are assigned to your Superloop link(s). The initial information of the service and IP 

address is automatically inserted into the SuperScreen platform, and an automated test is initiated 

every month. The SuperScreen platform uses a three-phase ‘black-box’ approach initially 

running reconnaissance on exposed assets.
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Get in touch

For more information, please contact our 
Business Sales Team.

1800 57 87 37
sales.support@superloop.com 

superloop.com

SuperScreen's automated 
monthly scanning and reporting 
provides an easy-to-follow 
summary that will guide your IT 
teams to proactively address the 
most critical vulnerabilities and 
risks first.
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